
JOB DESCRIPTION


JOB TITLE	     		Digital MCM Engineer

GRADE/BAND		Band 6 (To be evaluated)

LOCATION			Dewsbury District Hospital working Trust-wide

RESPONSIBLE TO		End User Services Manager

ACCOUNTABLE TO	Head of Digital Platforms


JOB PURPOSE

The MCM (Microsoft Configuration Manager) Engineer will be a key member of the Digital Services team, responsible for ensuring the effective configuration, deployment, and lifecycle management of the Trust’s end user devices and operating system builds. This includes managing the Trust’s SCCM/MECM environment and related technologies to deliver secure, reliable, and standardised desktop and application deployments across all clinical and corporate areas.

The role involves managing, maintaining, and continuously improving the Trust’s endpoint management platform in line with NHS Digital standards, cyber security requirements, and organisational strategy. The post holder will provide expert technical advice and operational support on all aspects of device image creation, software deployment, patching, and compliance reporting to support the safe and efficient delivery of patient care.

Working closely with other Digital Services teams, including End User Services, Cyber Operations, and Infrastructure, the MCM Engineer will play a vital role in enabling the transition to a sustainable hybrid operating model by providing local capability and resilience in device management. The post holder will also contribute to security and compliance initiatives, supporting frameworks such as the DSP Toolkit and Cyber Essentials Plus.

The successful candidate will lead the technical delivery of build and deployment automation, maintain documentation and configuration baselines, and ensure the reliability, security, and performance of endpoint management services across the Trust.






Professional

· Contribute to the development and implementation of departmental standard operating procedures and Trust-wide policies, ensuring consistency and compliance in endpoint management and deployment operations.
· Maintain a professional appearance in line with the Trust dress code.
· Uphold the Trust’s values and behaviours (available on the Trust website), demonstrating integrity, accountability, and respect in all interactions.
· Maintain professional and courteous working relationships with colleagues and stakeholders, respecting the equality and diversity of every individual encountered in the course of work.
· Uphold patient privacy and dignity at all times, supporting the Trust’s commitment to equality and inclusivity.

Key Responsibilities

· Provide specialist knowledge and technical expertise in SCCM/MECM administration, supporting secure and efficient device management and deployment.
· Design, build, and maintain standard operating system images and task sequences for automated device builds and refreshes.
· Package, test, and deploy software applications and updates using SCCM/MECM and Intune where appropriate, ensuring consistency and compliance across the estate.
· Maintain patch management processes to ensure timely deployment of security and feature updates, supporting the Trust’s cyber resilience posture.
· Collaborate with Cyber Operations to ensure compliance with the DSP Toolkit, Cyber Essentials Plus, and internal security baselines.
· Support the transition to a hybrid operating model by developing and maintaining internal expertise in device deployment and endpoint management, reducing dependency on external resources.
· Implement configuration baselines, compliance policies, and reporting to ensure all endpoints meet Trust and NHS standards for performance and security.
· Monitor SCCM/MECM performance, troubleshoot issues, and apply remediation actions to maintain system reliability and service quality.
· Maintain accurate documentation, including build processes, configuration settings, and deployment workflows, to support continuity and audit readiness.
· Work collaboratively with End User Services, Network, and Cyber teams to ensure endpoint management aligns with infrastructure and security policies.
· Participate in testing, change management, and release cycles to ensure stable introduction of new technologies or updates into the production environment.
· Contribute to service improvement initiatives, automation opportunities, and digital transformation projects to enhance end user experience and operational efficiency.
· Expected to work flexibly to meet the needs of a 24/7 healthcare organisation, which may occasionally require work outside of standard office hours or require membership of an on-call rota.

MAIN DUTIES:
Endpoint Management and Deployment

· Manage and maintain the Trust’s SCCM/MECM infrastructure, ensuring reliable operation and availability.
· Design, build, and deploy standardised Windows operating system images and drivers for Trust devices.
· Create and manage automated deployment task sequences for build, rebuild, and in-place upgrade processes.
· Package and distribute applications and updates to endpoints efficiently and securely, minimising user disruption.
· Collaborate with technical teams to maintain integration with Active Directory, Group Policy, Intune, and security tools.
· Patch Management and Compliance
· Manage Microsoft and third-party patching schedules through SCCM/MECM, ensuring systems remain up to date and compliant.
· Produce compliance and vulnerability reports for audit and cyber assurance purposes.
· Remediate non-compliant systems in collaboration with End User Services and Cyber Operations.
· Operational Resilience and Improvement
· Support business continuity by maintaining documented recovery procedures and configuration backups.
· Identify opportunities for automation and process improvement within endpoint management.
· Contribute to wider Digital Services initiatives to enhance the stability, performance, and security of the Trust’s digital estate.

Risk Management

· Perform security risk assessments for new and existing systems, projects, and processes, providing expert recommendations to mitigate identified risks.
· Develop and manage a robust security risk register, ensuring risks are tracked, monitored, and reported to the appropriate governance forums.

Incident Management and Response

· Act as a key point of contact for managing and investigating technical incidents, coordinating with internal teams and external partners where necessary.
· Develop and test incident response plans to ensure the organisation can effectively respond to technical service issues.

Collaboration and Stakeholder Engagement

· Work closely with other Digital Services teams to implement secure configurations and technologies that support operational and clinical needs.

Network Awareness and Training

· Deliver training and awareness programmes to staff at all levels to foster a culture of vigilance and good technical service.

Continuous Improvement

· Monitor emerging threats, technologies, and best practices to enhance the organisation's network security posture.
· Lead the implementation of new network tools, systems, and processes, ensuring they integrate seamlessly with the Trust’s digital infrastructure.

Reporting and Documentation

· Prepare reports for senior management on network performance, risks, incidents, and compliance status.
· Maintain accurate and up-to-date documentation of security systems, processes, and incidents to support operational and audit requirements.

The role requires a proactive approach to safeguarding the Trust’s digital environment, ensuring systems are resilient, secure, and fit for purpose to support the delivery of high-quality healthcare.

Organisational / professional responsibilities

· Maintain a professional appearance in line with the Trust dress code.
· Uphold the Trust’s values and behaviours (available on the Trust web site) and behave in a manner fitting with the responsible position of the post holder, maintaining the public confidence.
· Maintain professional and courteous working relationships with staff and respect the equality and diversity of each and every person he/she comes into contact within the course of his/her business.
· Uphold the privacy and dignity of the patient and respect the equality of patients at all times.

Resources and Finance

· Critically examine working practices within the department to identify cost improvements and effective measures, develop and implement action plans.
· To validate all claims for premium rate work against the relevant record in the definitive list if appropriate.
· The post holder will ensure the proper use of the Trust’s resources such as stationery, telephone usage, photocopying and other consumables in the course of business, ensuring minimal waste and minimal cost.

Organisational Responsibilities

· To maintain the confidentiality of the Trust in respect of patient and staff information obtained at all times, and use such information only as authorised for specific purposes.  Report any concerns about the use of such information to the senior manager.  
· All staff at Mid Yorkshire Teaching NHS Trust have the responsibility for safeguarding adults, young people, children and unborns. This includes all employees:

· Having an understanding of relevant safeguarding policies, including the Mental Capacity Act policy
· Attending all mandatory safeguarding training in accordance with their role 
· Having a responsibility to recognise and act upon any safeguarding/child protection concerns


Personal Responsibilities

· The post-holder is responsible for taking reasonable care with regard to himself/herself as well as for any colleagues, patients or visitors who might be affected by any act or failure to act by the post-holder in accordance with the Trust’s policies on Health and Safety at Work.
· To report any accident, untoward incident or loss relating to staff, patients, or visitors according to Trust policies.
· To undertake in-service training relevant to the post.
· Comply with Trust Policies and Procedures.  

Area of work

· The post holder will be required to undertake training events at any site across the Trust.
· The post holder will be required to work on other sites within the Trust as required.


Staff Development, Training and Education

· The post holder will be required to undertake mandatory training and is responsible for keeping this training up to date.
· The post holder will have an appraisal of performance each year and will be responsible for agreeing a development plan in line with the Trust’s (KSF) Knowledge & Skill Framework, in agreement with their manager or immediate supervisor. The development plan will be reviewed each year.
· The Trust will provide assistance and agreed development to enable the post holder to achieve their objectives and standards in line with the development plan.
· If the post holder feels he/she is not achieving their objective as agreed in the development plan they will bring it to the attention of their supervisor or manager at the earliest opportunity.



Health and Safety

· Work in accordance with Health and Safety regulations at all time
· Report any incidents of breaches of Health and Safety and report any dangerous acts or omissions that are seen in the course of duty that compromise the Health and Safety of staff or patients using the Trust Health and Safety policy.
· Comply with audit recommendations and risk assessment recommendations to make the workplace and work practice safer.
· Assist when required to do so, in any risk assessment activity undertaken.


TERMS AND CONDITIONS OF SERVICE

· The post holder will be required to work at any location where the Trust provides services.
· All professional and managerial staff are required to work in accordance with their particular Code of Conduct. Failure to do so may result in disciplinary action (please refer to disciplinary policy for further information).
· In carrying out their duties the post holder must promote equality of opportunity and take every opportunity to eliminate discrimination.
· The post holder is required to keep confidential all information and documentation relating to either a patient, a member of staff or Directorate’s business, which he/she comes into contact with.  All staff are expected to respect the requirements of the Data Protection Act 2020, as this incorporates the need for a high standard of data quality, confidentiality and information security.
· The Trust adopted a “bare below the elbow policy” in January 2008. The trust expects that all staff adhere to the policy in the clinical areas and settings where health care is provided e.g. the patient’s own home. The policy statement is accessible on the intranet and defines the clinical area. Individuals can expect to be challenged if they are observed not to be adhering to the policy statement.
· The post holder is responsible for taking reasonable care with regard to him/her as well as for any colleagues, patients or visitors who might be affected by any act or failure to act by the post holder in accordance with the Trust’s policies or Health and Safety at Work.
· These duties and responsibilities are neither exclusive nor exhaustive and management reserve the right to require staff to undertake other duties and responsibilities consistent with the grade of the post in consultation with the 
post holder.
· This job description is an outline of the duties and conditions of the post and may be subject to change in detail or emphasis in the light of future developments.
· Continuing Professional Development
· The post holder will be expected to undertake ongoing personal, professional and management development in line with the responsibilities of the post.

Smoke Free Policy

· The Mid Yorkshire Hospitals NHS Trust has a Smoke Free Policy
· Smoking is not permitted: -
· Inside any building owned or used by or in areas used by Mid Yorkshire Hospitals NHS Trust  staff in buildings shared with other organisations
· In the grounds and car parks of premises of The Mid Yorkshire Hospitals NHSTrust  
· In the entrances of any The Mid Yorkshire Hospitals NHS Trust  buildings
· In the immediate areas outside The Mid Yorkshire Hospitals NHS Trust  
· In vehicles owned or leased by The Mid Yorkshire Hospitals NHS Trust  
· Staff are not permitted to smoke whilst in uniform and / or wearing a staff badge in areas where they can be seen by the public

· A copy of the full policy is available
· In the unlikely event of a member of staff not respecting the policy, their line manager will attempt to resolve the situation informally, in the first instance.  Repeated breaches of the policy may result in disciplinary procedures being instigated
· Any member of staff wishing to stop smoking can contact the Stop Smoking Service


WYAAT

Mid Yorkshire Teaching NHS Trust is part of the West Yorkshire Association of Acute Trusts (WYAAT), a collaborative of the NHS hospital trusts from across West Yorkshire and Harrogate working together to provide the best possible care for our patients.

By bringing together the wide range of skills and expertise across West Yorkshire and Harrogate we are working differently, innovating and driving forward change to deliver the highest quality care.  By working for Mid Yorkshire Teaching NHS Trust this is your opportunity to be a part of that change.

WYAAT is the acute sector arm of the West Yorkshire and Harrogate Health and Care Partnership, one of the largest integrated care systems in the country. The Partnership’s ambition is for everyone to have the best possible health and wellbeing, and the work of WYAAT, and each individual trust, supports that ambition. 
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PERSON SPECIFICATION

	POST TITLE:  Digital MCM Engineer                                    POST REF NO.	                                           LOCATION: DDH

	Attributes
	Essential
	Desirable
	How Identified

	Qualifications
	
Educated to degree level or equivalent or able to demonstrate equivalent level of experience

	
Specialist qualification IT 

ITIL

MD-102 Endpoint Administrator Certification

Microsoft Certified: Modern Desktop Administrator Associate

	
Application form

	Experience
	Previous experience of managing staff
Extensive experience of configuring and deploying using MCM/SCCM

Significant knowledge of working practices within technical/cyber security 

Operating System Deployment

Application Packaging and Deployment

Scripting with Powershell

Working with Directory Services, including AD, Group Policy Management, Microsoft Entra (Azure AD).

Working with suppliers

Defining Trust security requirements and interpreting them to system suppliers

Advanced knowledge of Microsoft Office applications

	
Working as part of a team involved in delivery and management of technical security and information governance

Knowledge of project methodology

Knowledge of NHS data definitions, standards etc and ability to interpret NHS policy and provide advice and guidance

Previous work experience in the NHS 

	
Application form 

Interview

Reference

	Knowledge and Awareness
	
An excellent knowledge of confidentiality and data security

Highly computer literate

Awareness of own limitations

Knowledge of Microsoft Configuration Manager (formerly SCCM)

Knowledge of Windows, Apple (iOS/macOS) and Android based operating systems

Knowledge on Mobile Device Management

Knowledge of Application Lifecycle

	
Knowledge and awareness of different systems used within an NHS Trust

Awareness of regional collaborations for cyber security approaches

Knowledge of Microsoft Intune
	
Application form

Interview

	Skills and Abilities
	
High levels of concentration required

Ability to learn and develop skills further

Problem-Solving: Advanced troubleshooting, analytical, and problem-solving skills to address complex issues related to application deployment, client health, and infrastructure.

Scripting Skills: Strong proficiency in scripting languages, especially PowerShell, for automating tasks, reporting, and troubleshooting.

Ability to prioritise workload
Excellent organisational skills
Excellent written and verbal communication skills
Able to liaise with technical and non-technical staff
Good negotiating skills
Good people skills
	
Strategic thinking: Ability to look beyond immediate issues to identify long term solutions and Improvements
	
Application form

Interview

Reference

	Personal Attributes
	
Ability to work as part of a team and alone

Resourceful and flexible 

Effective team player

Excellent organisational and time management skills, able to work accurately under pressure to meet deadlines.

The ability to maintain and enhance own skills and knowledge through research

Availability to work sometimes at short notice on other sites to cover absence

Ability to work on own initiative, to prioritise and plan workloads.

Self-motivated and the ability to motivate others.

Adaptable to change.

A good listener – communicator.
Honesty and integrity
Able to multi-task effectively
Proven ability to work under own initiative with none or minimal supervision
	
Flexibility in the hours covered if required


	
Application form

Interview

Reference
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